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1. DueDiligence — Faith and fraud

According to some, in olden times there was more direct contact with the
gods, so religion was less a matter of faith and more a matter of direct
experience than it istoday. Greek, Norse, and Roman gods — to take those
most familiar to usin the West — supposedly tended to mingle with mortals
with some frequency. Most people, therefore, had some direct contact not
only with their own gods, but also with the gods of others. (We ignore here
the theory that those who were identified as gods were actually people from
other places —who are now often identified with UFO sightings.)

Monotheism changed all that, requiring people to choose one god and put
the others aside. As contact with the gods — particularly other gods — became
more distant, religion moved from being experience-based belief to faith—
based belief. Thiswas an important change in thought process. People were
becoming accustomed to faith and the concept of faith, which by definition,
must exist absent proof.

The down side of the move to faith-based belief, from a business perspective,
isthat it can often be difficult for one to turn off the faith-based thought
process, which can leave people vulnerable to fraudsters. In fact, we have
never encountered a high-yield fraud where there was not an active element

of faith. It is more common than not for business meetings run by fraudsters to
begin with prayer, and for the fraudsters to pretend to be persons of faith,
using this as a shield to cover the act of theft. This element of faith isrequired
for the investors to be able to suspend reality and mentally buy into the fraud
schemes, some of which have been so outlandish that they would not even
have been fit for a soap opera script.

Faith iswonderful and important, and without faith we would not be able to
accept the gift of the mysteries that have been given to us through revelation.
However, when the mechanism that allows you to know and accept God is
misused to convince you that you will have the miracle of areturn on
investment of 20 percent, or even 40 percent, above prime rate, you should
start to be at least alittle suspicious. Suspend faith for afew moments and
ask fact- and proof-based questions, and demand fact-based answers. Being
fobbed of with platitudes and insults by the investment professional isa
good clue you found the wrong person to whom to give your money.
Because, that iswhat you are doing: Y ou are giving your money away.

As Ronad Regan said, “ Trust, but verify.” If it sounds too good to be true, it
probably isn't true.
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2. OPSEC, Economic Espionage, and Competitive I ntelligence —
Competitive Intelligence for the small business

Large companies have deep product lines and alot of diversification. They
can afford to take risks, and to write off losses. As an example, with the
introduction of OS2, IBM quickly captured 30 percent of the desktop
operating system market, and had a high probability of dominating the
desktop operating system market. However, it isrumored that IBM made a
business decision that the projected support costs for such a consumer
product ssmply weren’t warranted for a market as small as the desktop
market. Their reasoning: Instead of having a single field engineer supporting
an enterprise, they had to staff a help line explaining to twelve-year-olds
why Y ahtzee wasn't running. They ssimply walked away from it, and wrote
off the costs.

Small businesses lack the deep pockets and diversification of the big
companies. More often than not — over 80 percent of the time — small
businesses are a one-product and one-location company. Small businesses are
therefore keenly and highly sensitive to competition and threats of competition,
and one dlip of information can be fatal. Because of this, they need business
intelligence as much as — or even more than — the large enterprise.

The cost of bad business intelligence

Sefior Taco was a very good one-store location for the Mexican mood. The
restaurant had a good reputation and regular customers. The owner, Carlos,
decided he would open a new store on another side of town. He spent alot of
time looking at different locations and settled on alocation on the southeast
corner of amajor intersection. Thislocation had it all. It had high traffic
counts, good visibility, several other (but different) restaurants, two large
apartment complexes nearby, and severa large employment centers within
blocks. He signed the lease and, at what was to him great cost, opened.

As it turned out, he opened concurrently with a Taco Bell one mile away,
and a Rubio’s Bgja Grill and a Bgja Fresh on the other two corners of the
intersection. All four opened within weeks of one another. Carlos’ Sefior
Taco closed in three months. Had Carlos looked at applications for business
licenses and food permitsfiled in the area, or paid attention to what possible
competitors were doing (rather than concentrating on location, location,
location), he would have saved himself alot of heartache and alot of money.
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The reward of good business intelligence

A bar owner was looking to do something different with hislocation. As part
of his decision-making process he visited a number of his competitors. He
had overheard two conversations that were important, one in abar that had
live music, and the other in abar that had pool tables.

The bar with the music was keen to sign anew local band. It was a band all
of the younger kids seemed to like, and they usually drew a good crowd. The
owner of the bar couldn’t get the new band to come and play. It was not that
the band had any other commitments, it was that the bar owner just could not
seem to connect with the band’ s leader.

The bar owner hatched a plan. He had his daughter speak with the band’s
leader. She told the band leader that she really like the band’ s music —
which, in fact, she did — and wondered if they would like a place to play,
where they could collect and keep the cover charge. She also asked what
other local music groups the band thought worthwhile. The bandleader could
not stop talking about all the good bands he knew, and how he would like to
help others, and how some bar ownersjust didn’t get it...

The bar with the pool tables always had a good crowd on weeknights for
tournament play but it was slow Friday and Saturday nights after about 10
0’ clock. The tournament organizer at the bar complained that the bar was
taking too much of the rake on the tournament fees.

Our bar owner approached the pool tournament organizer and offered his bar
for pool tournaments. The organizer could keep all of the fees and entry
money, but the players had to pay $1.00 per game to the owner of the bar.
The tournament organizer and the bar would split the table revenue 50-50
after the end of each tournament.

The pool tournaments moved to the new bar amost immediately. The bar
now opens at 11:30 am. and pool tournaments are held through out the
week, except lunchtime, Thursday, Friday, Saturday, and Sunday, and not
after 10 o’ clock on Friday and Saturday evening.

The lunch times and evenings reserved are for music. The bar owner,
working with his daughter as a tranglator between generations, had the new
local hot band playing Saturday and Sunday evenings. The band leader was
given the opportunity to invite other bands to open for his band on week
ends, and to schedule other bands for the lunch time music so new bands
could get some experience, all without actually competing with histime slot.
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In three months, the bar went from slow to packed, 12 to 14 hours aday. The
pool tournament had a new, lively, and more profitable home. The hot band
had a place to play, make money and become the leader in the community

by helping to give new talent some experience.

The bar owner’s gross grew five-fold and his net tripled. By using business
intelligence to find weak pointsin other locations, and to co-opt those who
could drive business to his location, he sold alot of food and booze.

3. Executive Protection — Robbery and assault as a side effect of real
estate development

As property in Manhattan has grown more expensive, development has
moved to the outer boroughs, a pattern that we see wherever population
densitiesincrease. A side effect of this population expansion can be a
temporary increase in robbery and assault.

Thiswas brought to our attention recently when large devel opers moved into
aresidential areain Brooklyn, turning single-family homes into apartment
buildings. Someone with relatives living there remarked that they had lived
through asimilar expansion in California, and had seen that there was, in
fact, an increase in assaults and robberies. it was an interesting thought. And,
once we checked into it, we discovered that it appeared to be afairly
common pattern.

We don't think that thisincrease in assault and robbery was a deliberate tool
used by unscrupulous real estate developers. We think it is merely a natural
side effect, with bad people gravitating to an areain transition, However, on
apractical level we don't really care whether it is deliberate or not. We
merely want to make sure that whatever the cause, the effect is minimized.

Itisclear that if you live in a neighborhood that is going through a transition
from single-family residences to multi-family residences, there is a potential
for increased violent crime. Independent of the cause, it is a problem of
which you must be aware, and with which you must deal.

Y ou must start by making the mental adjustment from the suburban view of
safety (even within alarge city you can have a suburban view) to amore
urban view. If you do not normally lock your doors, then you should start. If
you don’t have an alarm system, then you should consider it during the
transition period. (You may not need it later.) Y ou should speak with your
local police department to seeif they have noted an increasein crime. If
there has been an increase in reported crime, you should find out what, if
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anything, they are doing about it, and what their recommendations are. Then
follow those recommendations.

Keep in mind that the increase in crimeis generally temporary, and is likely
to drop again as the neighborhood re-stabilizes. It israre that the crime
levels become extreme as a neighborhood enlarges. But if you are the victim
of acrime, that is about as extreme as you need. And it is certain that the
long-term economic benefits will do good things for your property value. All
you have to do islast through the transition.

4. Technical Issues— Children and self-defense

At the beginning of February 2004, television viewersin the United States
were horrified by the surveillance-camera video of 11-year-old-Carlie
Brucia being kidnapped in Florida, and the subsequent discovery of her
body. After the event — one of roughly 100 kidnappings and murders of
children that take place in the United States each year — several people called
us wanting advice on how to teach children self-defense.

Wanting to teach children self-defense — as well as general parental terror —
Isanatural reaction after such atragic event. It istelling, however, that the
most authoritative source on missing children, the National Center for
Missing and Exploited Children (see Section 6 below), emphasizes alarge
number of measures for dealing with thisissue, none involving self-defense.
We fedl this makes sense for awide variety of reasons.

For a start, most children who go missing are runaways, so the issue of self-
defense does not come up. In the next largest group, family abductions, self-
defense by achild in acustodial battle is probably not be the most
appropriate response. It is only in the case of acquaintance kidnapping (don't
confuse acquaintance with friend) and stranger kidnapping — particularly
retrospectively to that 100 that end with homicide — that self defense might
play avalid part. The question then becomes whether, for an event that is
extremely rare, you want to change the quality of your child’slife by
instilling afear of being kidnapped while teaching her self-defense. On the
other hand, adding preventive measures to the child’ s repertoire might
further reduce the probability of abduction, without terrorizing the child. As
authors of the leading book for civilians on dealing with violence (The Seven
Sepsto Personal Safety, available for download, free as an Acrobat file at
http://www.lubrinco.com/), we believe that adding preventive measuresis
the most appropriate approach.
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Thereis also the issue that self-defense may well involve the injury or death
of the attacker. Frankly, we are not sure that we want to empower or
encourage children to injure or kill others. Nor are we convinced that it is
necessary since there are, even in abductions, some alternatives available.

The non-self-defense options are largely based on the fact that for the child,
as the victim, being taken from a public place to a more secluded place is not
in her best interest. Thisis particularly true in those hundred cases a year
where the kidnapped child will be murdered, asthereis, on average in three
out of four cases, a scant three-hour window between time of abduction and
the time of death.

Because of this, it isimportant for the child to try not to go with the
abductor. Thisistrue even for ajuvenile, where the abductor has a gun and
isthreatening to useit if the victim doesn’t go with the perpetrator. As with
an adult, the chances of harm are so high in this case that it is safer to risk
being shot in public than to get into the car.

What can be done to deter the abductor? Two things. Thefirst isto increase
risk for the abductor, which is generally done by making alot of noise. To
passers-by, the image of achild quietly getting into a car is very different
than if the child is screaming “Help me, help me!’ as someone attempts to
force her into acar. Theissue hereisthat if you do not train to make alot of
noise you simply won’'t make alot of noise. We have learned from long
experience that you must train to yell and scream under stress.

The second thing that can be doneisto make it difficult to be taken. There
are three possible versions of this. Oneisto simply go limp, while yelling
and screaming. Depending on the size of the child (and this author knows
some eleven-year-olds who are good sized!) thiswill make it virtually
impossible to be dragged away, especially with nobody noticing. The second
variation isto thrash about while yelling and screaming, which can work for
asmaller child. Finally, if it is possible to break away for amoment, rolling
under a parked car while yelling and screaming can make it extremely
difficult for someone to do an un-noticed abduction.

We would hope that every concerned parent would look at the material on
the National Center for Missing and Exploited Children, in Section 6,
below, and take the time to learn about the problem and ways to keep their
children safe. By taking appropriate precautions, you can greatly reduce the
aready-slim likelihood of your child being abducted.
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5. Real Storiesfrom the Field — Lost in cyber space

Literature isfilled with stories of letters that go astray, and the ensuing
consequences. And Barbra Streisand sings alovely song by Rupert Holmes
called Lettersthat Crossin the Mail. Lest you think that this doesn’t happen
with e-mail, let us assure you that it does. There are lots of reasons for this.
Some are shrouded in mystery (this iswhen you start talking about not-
guite-ready-for-prime-time technology) and some are not.

One increasing problem is an unfortunate side effect of the fact that everyone
isinundated with junk e-mail. We editors get something over 9,000 pieces of
junk e-mail every month, and it doesn’'t look asif the situation will get much
better anytime soon. Internet Service Providers (1SPs), like individuals, are
trying to do their part. Some identify e-mail aslikely being junk. Some allow
you to stick thisin afolder on the server where you will never seeit, and
don’t have to waste resources by downloading it. Others allow you to mark
the junk e-mail so that you can deal with it after you download it. Some
identify the most egregious cyber-clutterers and block them from their own
server. This can be aproblem if you expect legitimate mail from that
particular server.

This meansthat if our ISP cuts off a server that is sending out tens of
thousands of pieces of spam, we might not receive mail we really want,
which is a problem.

The problem is exacerbated by the fact that you have no clue as to what has
been blocked or unblocked at any given instant, and might well reasonably
believe that someone to whom you have written is simply ignoring you.

How can you deal with this? Well, it is a good idea to remember that you have
other ways of communicating with people. Thus, if you expect to hear from
someone via email and don’t, you might wish to restrain the impulse to get
crankier and crankier. Instead, consider other options, like sending them afax,
sending them aletter, or even picking up the phone and calling the person.

When you actually speak to the person, you are quite likely to find that they
have been as frustrated with you as you were with them, and you can both save
each other alot of grief. Robert McNamara seemed to intimate in his writings,
in the view of one angry Vietnam Marine Gunnery Sergeant, that the Vietnam
war was largely a communications problem based on missed meetings.

We can do better than that by picking up the phone when it seems that e-mail
might have gone astray. And, in fact, we have had two recent incidents that at
least partly show that this approach can work at least some of the time.
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In the first, we were sending e-mail to aclient and getting no response. The
client, of course, was sending e-mail back to us, but our ISP’ s spam filter
was filtering out their e-mail. A telephone call straightened this out.

In the second case, Sherri Begin, areporter with Crains Detroit Business had
put out a ProfNet query involving, among other things, protection from data
theft. Since LUBRINCO isthe leader in private sector OPSEC, we e-mailed
her some information. The e-mail — and subsequent notes — was bounced by
Crain’s spam filter. In this case, picking up the phone didn’'t help, as she
didn’t return our calls. We assume this meant Ms Begin dropped the stories
when, because of Crains' spam filtering, she got no responses to her query.

6. Book and Product Reviews

National Center for Missing and Exploited Children
http://www.missingkids.com/ 1-703-274-3900

May 25" is National Missing Children’s day in both the U.S and Canada.
While for many this day will pass un-noticed, for othersit will mark the

most critical event of their lives. It isaday —and an issue — of which we
should all be aware.

If you are concerned about a child that might be abused, or if you have a
child and are concerned for their safety from abduction, thisis the web site
for you. Everything anyone — parent, cop, attorney, or reporter —would want
to know about this subject isto be found here.

If you are a parent you are likely to want to read Personal Safety for
Children: A Guide for Parents at
http://www.missingkids.com/en_US/publications/NC122.pdf, or to download
acopy of Know the Rules...Abduction and Kidnapping Prevention Tips for
Parents at http://www.missingkids.com/en_US/publications/NC94.pdf.

If you are interested in the state of the art in analyzing the problem you will
probably want to read the NISMART-2 National Estimates of Missing
Children of October 2002, which can be found on the FAQ page
(http://www.missingkids.com/missingkids/servlet/PageServlet?L anguageCo
untry=en_US& Pagel d=242#0).

Thissiteisamust-read if you want to inform yourself on this subject, get the
best ideas on how best to protect your children from these rare threats, or if
you need to deal with it professionally.
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7. Free-Subscription/Unsubscription/Copyright I nfor mation

s £GIS e-journal is supported and maintained by voluntary efforts. This
publication is owned, published, and copyright © 2004 by The LUBRINCO
Group Ltd, Inc. and Financial Examinations and Evaluations, Inc. It is edited
jointly by Richard Isaacs (RBIsaacs@lubrinco.com) and L. Burke Files

(L BFiles@lubrinco.com).

The LUBRINCO Group provides servicesin three high-threat areas, too
specialized to be dealt-with in-house, that can adversely affect domestic and
international bottom lines.

e Protection of trade secrets and intellectual assets.
0 Anti-economic espionage.

0 OPSEC: Theidentification and protection of information that
would give your competitors and adversaries an advantage.

* International financial investigations and due diligence consulting.
0 Location and recovery of missing and hidden assets.
o Establishing business relationships and strategic partnershipsin

Central and Eastern Europe, the offshore financial centers, Beijing
and Shanghai, Central Asia, and Latin America and the Caribbean.

0 Anti-money laundering and financial fraud requirements under the
International Money Laundering Abatement and Anti-Terrorist
Financing Act of 2004 and the EU Revised Money Laundering
Directive of 2004.

* Protection of management, staff, and families.
o Inthe high-threat environments of Latin America, Africa, the Mid-
East, and Southeast Asia.
0 When traveling and living overseas.
0 When transporting items of substantial value.

LUBRINCO identifies and quantifies threats and vulnerabilities, and their
associated risk, then manages the vulnerabilities so you can transfer or live
with the residual risk. We prevent disastrous financial loss to your company,
and physical harm to you, your family, and your staff.

For information on The LUBRINCO Group and its services, or for the
archive of all past issues of £GIS e-journa in PDF format, please go to
http://www.lubrinco.com/.
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To sign up for a complimentary subscription to £GIS e-journal or the £GIS e-
journal PDF notification list, go to

http://Ib.bcentral .com/ex/manage/subscriberprefs?customerid=7768 or send
an email to g ournal @lubrinco.com.

To subscribe to our AvantGo channel, go to
http://avantgo.com/channels/_add_channel.pl?cha id=1773

To be removed from the subscription list, follow the instructions on the
mailing you received, or send an e-mail to gjournal @lubrinco.com.

If you know of anyone else who should be receiving £GIS e-journal, please
send their e-mail address to ejournal @lubrinco.com.

If thereis atopic that you would like to know more about, send it to
gjournal @lubrinco.com and the editors will consider it as the topic for an
article in an upcoming issue.

If you would like to submit an article for publication in £GIS e-journal, send
it as an attachment to an e-mail to g ournal @lubrinco.com. Submission of an
article certifiesthat (a) al information in the articleisin the public record, or
(b) that you are authorized to release any personal or corporate proprietary
information contained in the article, and (c) that none of the article has
previously been copyrighted. The submission of materials for publication in
ZGIS e-journal constitutes alicenseto The LUBRINCO Group Ltd, Inc.,
and/or Financial Examinations and Evaluations, Inc, their assigns,
associates, or affiliates, to abridge and/or edit said submission, and to
copyright and publish/republish any submitted materials in whatever written
and/or electronic form they may choose.

If you would like to go beyond normal fair-use in reproducing articles from
thisissue of £GIS e-journal, you may do so freely aslong as appropriate
source, copyright, accreditation, and link to the LUBRINCO websiteis
included. This should be in the form

Article Title, from the April 2004 £GIS e-journal (© 2004 LUBRINCO &
FEE), to be found at http://www.lubrinco.com/.

ZGIS e-journal isaforum for the exchange of information, ideas, operating
styles, theories, and related topics for corporate managers who make
decisions about threats typically outside the expertise available in-house, yet
which have the potential to affect their company’ s domestic and
international bottom lines. Nothing appearing in £GIS e-journal should be
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construed as legal advice. The information provided is * general
information,” not “ specific advice.”

The solution to any problem is highly dependent upon the precise facts
involved. Thus, before making any reliance upon anything said here, you
should consult with an appropriately skilled professional. Opinions
expressed by contributors are not necessarily endorsed by the publisher, and
may be presented to encourage a dialogue among subscribers. The publisher
and any re-publisher cannot be held responsible for any loss incurred as a
result of the application of any information published in £GIS e-journal.

Please be safe, and be smart.
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